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Abstract

Smishing or SMS phishing is a recent update to email-based phish-
ing. This modern scam hinges upon the trust that users have in their
bank or online service to steal users’ personal details. While recent
work examines these texts and the URLs sent, no work has empiri-
cally determined what happens after scammers obtain this credit
card information. Card-not-present (CNP) fraud—where stolen card
details are used to make purchases online without physical access
to the card—has become a growing concern. While some investigate
this indirectly using forum posts, the unavailability of credit card
transaction data makes it tricky to study empirically. As smishing
continues to rise, so does CNP fraud, resulting in more losses borne
by consumers. To this end, we perform a proof-of-concept exper-
iment towards understanding how criminals abuse stolen credit
card details brought in from smishing. We collaborate with a mobile
network operator and a financial institution to access live smishing
URLs and test credit cards. We provide test credit cards to twelve
different smishing URLs and observe 36 authorization attempts
across 17 different online merchants. We analyze the ISO transac-
tion messages to uncover scammers’ transaction patterns and their
cash-out mechanisms. Our insights into scammer behavior could
help stakeholders develop effective mitigations to tackle CNP fraud
towards eliminating the profitability of smishing.
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« Security and privacy — Economics of security and privacy.
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1 Introduction

With the increasing adoption of SMS texts as a primary mode of
communication between organizations and their customers, this
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medium has become a crucial tool for delivering timely and direct
notifications to users. Banks, government organizations, and other
service providers use this to deliver one-time passcodes (OTPs),
alerts, and other substantial updates to individuals and businesses.
However, criminals have begun exploiting users’ trust in this chan-
nel by impersonating legitimate entities. This has started to impact
the foundational trust between consumers and the organizations
they interact with over SMS.

Recently there has been a surge in SMS scams [46], where scam-
mers impersonate popularly known brands and send phishing URLs
via SMS to lure victims into providing their personal or financial
details, also known as smishing (SMS phishing). One in ten people
have fallen for a scam in the UK [26], and seven in ten people re-
ported receiving a suspicious text, making text messages the more
common medium to propagate scams, as per Ofcom, the UK tele-
com regulator [85]. With users shifting from SMS to services like
iMessage or RCS, criminals have similarly started to abuse these
encrypted communication mediums for smishing [38].

There are six known types of SMS scams, with delivery imper-
sonation scams targeting the largest number of individuals [5].
Despite the rise in conversational-style scams like “Hi mum" scams,
attackers in the UK continue to prefer delivery-themed lures [39].
Similarly with other countries: delivery scams are the most preva-
lent form of smishing attack in several countries, including the
US [15, 80] and Australia [120]. This trend contrasts with phishing
emails, where delivery-themed messages are relatively uncommon,
or at least uncommon in research datasets.

Unlike other types of SMS scams which seek to obtain login
credentials or other personal information, delivery scams deceive
victims into providing their credit card information. With the shift
from physical payments to purchasing goods and paying for ser-
vices online, criminals exploit user trust in online e-commerce to
carry out these scams. One threat actor group that abuses iMes-
sage/RCS to conduct smishing claims to harvest over 100k cards
per day [84].

Scammers monetize stolen credit cards through card-not-present
(CNP) fraud, using the card details to make purchases online or
over the phone, without the physical card being present. Sometimes,
rather than cashing out themselves, scammers carrying out SMS
phishing will sell the stolen cards on underground forums. The
card buyers or carders then use these details to commit CNP fraud.
Since 2014, this has been the most common type of card fraud
in the UK [114] and it has almost doubled in value and volume
since 2012 [11]. UK Finance reported an increase of 11% of financial
losses in the first half of 2024 (£193.7 million) due to remote card-
not-present fraud [114]. The European Central Bank also reported
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that in H1 (first half) 2023, two-thirds of remote card fraud is due
to card-not-present fraud [36].
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Figure 1: Amount of financial loss in the UK due to five types
of card fraud over time [114]; Card-not-present fraud is the
most prominent one.

Card-not-present fraud causes significantly more financial loss
than any other unauthorized card fraud; see Fig. 1 for a detailed
breakdown. While lost and stolen card loss has remained relatively
constant over the last four years, CNP is increasing again as crim-
inals find new ways to circumvent additional protections. These
protections include the strong customer authentication (SCA) rules
that require e-commerce to verify customers’ identities for certain
high-value purchases [41]. Two possible ways scammers thwart
this are: (1) identifying online merchants that allow lower-value
transactions without requiring identity verification, or (2) colluding
with online payment merchants, allowing scammers to perform
multiple transactions. While previous work has applied crime script
analysis [18] and machine learning to detect CNP fraud [72, 94],
there is little empirical research that directly examines scammer
behavior in CNP fraud.

To address this research gap, our paper provides a proof-of-
concept study to take a step forward in this direction. We propose
a small-scale experiment in which we manually enter credit card
details into confirmed smishing URLs and monitor the resulting
authorization attempts to explore the types of activities scammers
engage in with stolen cards. To this end, we collaborate with a
mobile network operator and a financial institution based in the UK
that provides us with blocked smishing texts and 12 test credit cards.
We submit the cards to 12 smishing URLs: 10 identified as delivery
scams, one entertainment streaming service scam, and one telecom
payment scam. Our work introduces a novel methodology that
enables understanding scammers’ behavior to help stakeholders
combat CNP fraud, contributing broadly to the literature examining
how scammers exploit user trust in systems.

Our paper provides the following contributions:

(1) For the first time, we empirically investigate card-not-present
(CNP) fraud using a proof-of-concept study.
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(2) The analysis of the 36 authorization/transaction attempts
ISO messages highlights scammers’ transaction patterns.

(3) We identify scammers’ preferred cash-out mechanisms, i.e.,
17 different online merchants that criminals exploit to mon-
etize stolen credit cards.

2 Background

Scammers lure victims via email, SMS, or calls, resulting in users
providing their personal or financial details. Fraud accounts for 41%
of all crime in England and Wales [87], leading to estimated losses of
£6.8bn annually [83]. Similarly, the US Federal Trade Commission
(FTC) reported that consumers lost $12.5bn to fraud in 2024 [40].
The increasing amount of financial losses highlights the necessity
to study the uptick in scams.

Distinguishing benign websites from malicious ones remains
challenging. Users continue to fall for phishing due to the inability
to recognize online impersonation tactics [124]. They spend very
little time gazing at security indicators compared to website content
when making assessments [9]. Scammers have been exploiting the
common trust indicators — logos, third-party endorsements, URLs,
and padlock icons [57] to deceive victims. While users rely on a
combination of at least three different strategies (most commonly -
site information, design, and functionality) to differentiate phishing
websites on a mobile phone [68], scammers use visual deception to
create a false sense of trust [32]. As users’ awareness of suspicious
URLs grows, scammers shift towards abusing shortened URLSs to
hide phishing websites. Similarly in smishing, scammers exploit
users’ trust as they focus on the SMS content rather than the sender
ID to decide the legitimacy of the text message [104].

In this section, we provide background on how scammers abuse
users’ trust in SMS by sending smishing texts, monetize the stolen
details via card-not-present fraud, or sell those details on under-
ground forums. We illustrate the stages with every step in Fig. 2.

2.1 Smishing

In the past few years, there has been an uptick in smishing [46, 85].
In order to carry these out, scammers set up a phishing website °,
broadcast phishing text messages over SMS or online communica-
tion services (OCS) such as iMessage, rich communication service
(RCS), or WhatsApp, providing a malicious URL o and deceive

users into taking an action e

Previous work categorizes SMS scams into six unique types [5].
Some of these scams fall under Authorized Push Payment (APP)
fraud, where customers intend to send money via bank transfer to
a person or business, but end up sending the money to a scammer.
For instance, ‘Wrong number’ scams start with a random text from
the criminals, where they try to build a relationship after receiving
a response from a user, and convert into a romance scam or fake
cryptocurrency investment scam. Whereas in ‘Hi Mum and Dad’
scams, criminals pretend to be the victims’ child in distress and
request financial help [4].

In contrast, smishing texts deceive users into providing personal
details via a malicious URL provided in the text message. Delivery,
Government, and Telecom impersonation scams are three types
of smishing scams. Here, scammers impersonate a parcel delivery
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Figure 2: Scammers send smishing texts, steal credit card details, and commit card-not-present fraud. Stage 1: Scammers lure
victims into opening a smishing URL and steal their credit card details. Stage 2: Scammers cash out or sell details on illicit

forums.

company, government agency, or telecom provider with a text mes-
sage tailored to impersonate the entity and provide a malicious URL.
Scammers also impersonate other entities such as online streaming
providers. These fall under the broader category of unauthorized
fraud, where scammers steal victims’ details through malicious
URLs and abuse them for unauthorized access/payments or identity
theft.

Delivery scams look similar to other smishing texts. They con-
tain a malicious URL and impersonate a well-known company. For
example:

Evri-UK: Your parcel has a 1.45 (GBP) unpaid transit
fee, you must pay the fee now for a redelivery via:

[URL]

However, the difference lies in the information criminals steal
from the victims. In banking or government impersonation scams,
the phishing page exploits users’ trust to steal their banking cre-
dentials. Similarly, they steal login credentials in scams that imper-
sonate technical companies like Microsoft. But, the text message in
delivery scams usually requests a small payment and provides an
online form imitating a payment gateway (Fig. 4b). This phishing
page exploits the user’s trust as the individual assumes they are
paying a fee to receive their parcel and end up providing their credit
card details o Instead of authorizing the card, the phishing web-
site steals the details — name, address, mobile number, and credit
card details and stores them in a criminal database e

Even though delivery scams target individuals quite broadly [5],
there is no empirical work done to study them on their own. Prior
work broadly looks into smishing infrastructure using different
datasets such as online public SMS gateways [79] or crowdsourced
smishing reports [109]. Some work has focused on detection, e.g.
via rule-based classifiers or machine learning to detect smishing
texts [56, 58, 74, 75, 101]. Our work is the first to take an investiga-
tive approach to study impersonation scams requesting payments,
such as delivery scams, by providing personal and credit card details
to the malicious URLs.

2.2 Card-Not-Present (CNP) fraud

Criminals obtain victims’ details through data compromise, in-
cluding third-party data breaches, phishing emails, and scam text
messages (smishing) o [53, 91, 98]. To cash out, criminals use the
stolen card details to make a purchase online, over the phone, or via
mail order, also known as Card-not-present (CNP) fraud o Bodker
et al. use crime script analysis to present the various stages in the
process of CNP fraud [18]. While this provides an understanding
of the different stages involved in CNP fraud, our work focuses
specifically on investigating the authorization attempts made by
scammers when attempting to monetize compromised test credit
cards.

Prior work on credit card fraud has primarily focused on detect-
ing fraudulent transactions, often using private or limited publicly
available datasets [1, 7, 19, 25, 35, 72, 76, 92, 107]. Abi Din et al.
devised a model to detect card-not-present fraud for online appli-
cations where the merchants are supposed to request the users
to provide their cards’ scans [33]. While this could be an effec-
tive method, it introduces privacy concerns with uploading images
of users’ credit cards on a merchant’s payment portal. Another
proposal from Mannan and Oorschot posited that localized ID
numbers could limit synthetic ID theft against card-not-present
transactions [69]. Techniques such as identifying low-frequency
transaction patterns [123], applying big data analytics [94], and
geographic anomaly detection [6] have been explored. Our work
does not aim to detect these transactions. Rather, we contribute
insights into real world scammers’ transaction behavior that could
be used to improve previously devised models to better detect CNP
fraud.

2.3 Underground forums

Cybercriminals use underground forums to interact with eachother,
. These fo-
rums are generally closed and operate over TOR, providing pseudo-
anonymity to the participants [21, 88]. Underground forums pri-
marily provide a place for threat actors to interact with each other

exchange knowledge, or trade products and services e
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and purchase services to conduct illicit activities. They can also
serve as a training group for new people to gain skills or a place
to meet new people to discuss further with them on private chan-
nels. Often cybercriminals specialize to sell narrowly attractive
products or services to conduct cybercrime [117]. These include
products and services like phishing kits [106], hosting malicious
websites, fraudulent social media accounts [108], cashing out cards,
and services to send bulk texts [4].

Previous work analyzed six closed forums and identified pop-
ular items criminals trade — online payments, game-related ac-
counts, credit cards, and financial accounts [78]. Others analyzed
the different types of goods sold longitudinally over 16 anonymous
marketplaces [102]. More recently, criminals have started abusing
platforms such as Telegram for easier access to new entrants [97].
This body of work relies on forum posts to understand the inner
workings of criminal behavior. It is fundamentally tied to the avail-
ability of data both from the platform end but also relying on the
criminals to use the platforms that they measure. While this al-
lows us valuable insights into how cybercriminals operate, it is
necessarily indirect.

Our work fits in the broader literature of understanding the
illegitimate uses of stolen credit cards [8, 50, 53, 61, 91, 99, 121]. We
do not investigate underground forums or collect data from them.
Rather, we focus on directly understanding what happens after card
information is (likely) sold e We work to directly uncover their
cash-out mechanisms, augmenting the literature understanding
underground markets.

3 Methodology

This section describes our experimental approach for distributing
test credit cards to scammers through smishing URLs. This helps
us analyze the transaction/authorization attempts made by scam-
mers to conduct card-not-present (CNP) fraud. Fig. 3 presents the
overview of our methodology.

i '
i Enters Test Card Details [ ] Provides ((‘ ’)) '
i in Smishing URL a Smishing Texts '
] '
! Scammer(s) Au(hor(% MNO
: Pretends to i
i be avictim Provides Test Cards i
oo e N T ]
Stage 2 Cash Out Using
Stolen Cards

Declines Authorization for Requested Transaction 1SO

Authorizes Card Details for Requested Transaction Captures
m Transaction
Message(s)

Financial
Online Merchant(s) Institution

Figure 3: An overview of our methods. First, we provide test
credit cards to scammers via smishing URLs and second, we
receive the transaction ISO messages from our collaborator.

3.1 Accessing smishing URLs

Ofcom, the UK telecom regulator, works with the mobile network
operators in the country to stop scam and spam text messages [86].
To this end, mobile network operators in the UK run an XDR de-
tection system that utilizes machine learning and manually added
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rules to filter suspicious text messages [71]. These text messages are
blocked and do not get delivered to their customers. We collaborate
with a major UK mobile network operator that shares the feed of
these blocked text messages with us daily (see stage 1 in Fig. 3).

For our experiment, we programmatically extract suspicious
URLs from blocked text messages that impersonate delivery, tele-
com, or online entertainment services requesting users to pay un-
paid bills between July 17 and July 25, 2024. Next, we manually
confirm the malicious nature of pseudo-randomly selected URLs by
opening them in a browser (see Fig. 4). Scammers create sophisti-
cated phishing web pages and restrict them based on geographical
locations and device types. To bypass these restrictions, we use a
mobile user agent on our desktop browser and access the phishing
website. We also use a virtual private network (VPN) to avoid pro-
viding our actual IP address to the scammers, as they are known to
collect victims’ device details.

3.2 Supplying test credit cards

Our study aims to understand the transaction patterns scammers
attempt using stolen cards, indicating their cash-out mechanisms.
To this end, we collaborate with a UK-based financial institution
that serves as a card issuer [89], which provides us with 12 test credit
cards. Note that not all financial institutions have the authority to
issue credit cards. We generate fake names and addresses using an
open-source Python package — Faker.! We provide these synthetic
identities to our collaborator to associate them with the test cards.
Note: We do not impersonate any individual or known address for
this purpose. In line with the ethical considerations, we need to
ensure that no funds are transferred. This is achieved by declining
all the transaction or authorization attempts made by the scammers.
To this end, our collaborator provides us with an incorrect expiry
date (MM/YYYY) combination for every test card. This ensures that
scammers’ every cash-out attempt is unsuccessful and avoids the
bank-merchant chargeback process.

Next, we provide the 12 test credit card details in 12 confirmed
live smishing URLs, with each card being entered into exactly one
URL between July 17 and July 25, 2024 (see Fig. 3). The one-to-one
URL-card relationship helps us track different scammer behaviors.
We do this to attribute the observed transaction patterns or behav-
iors to a specific smishing URL. Using the same card across multiple
URLs would make it challenging to trace it back to a particular
scammer or group, reducing the precision of our behavioral analy-
sis. The smishing URLs also request personal details before asking
for a credit card, as shown in Fig. 4a. We use the fake identities
created to supply this information and provide our working hon-
eypot mobile numbers where the form requests one. Fig. 4 shows
an example of an ‘EVRI’ smishing page where the first page asks
victims’ details, the second page requests the credit card details,
and the last page shows a fake confirmation.

3.3 Capturing transactions’ ISO messages

After stealing credit card details through the smishing URLs, scam-
mers either directly monetize by purchasing services/goods from
online merchants (see transition from Stage 1 to Stage 2 in Fig. 3) or
sell them to buyers on underground forums, who further monetize

1GitHub Repository for Faker Python Package - https://github.com/joke2k/faker
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Figure 4: Smishing webpage impersonating a delivery company stealing victim’s personal and credit card information.

them. Monitoring underground forums for the sale of stolen credit
cards is out of the scope of this paper. We aim to understand the
transaction attempts made to conduct card-not-present fraud.

Our collaborating financial institution monitors all the cards they
issue us for this research, declines any authorization/transaction
attempt due to incorrect expiry date, and captures the ISO mes-
sage for every transaction (see Stage 2 in Fig. 3). They provide us
with the ISO messages for all the 36 transactions/authorizations
attempted by scammers. ISO 8583 is an international standard for
the interchange of electronic transactions initiated by cardhold-
ers [55, 110]. Every ISO 8583 message of a transaction supports
up to 128 data elements, which are the key pieces of information.
We receive 10 key data elements for every ISO message (see Ta-
ble 1) from our collaborator that we analyze to understand scammer
behavior in Section 4. As of December 2024, the scammers’ last
transaction was recorded on August 18, 2024. Note, we cannot make
the (ISO messages) publicly available in compliance with the signed
agreements.

Table 1: Key data elements received from our collaborator
for all transactions’ ISO messages scammers try using stolen
credit cards.

Data Element ‘ Explanation

DE 2 Card identifier token used to map the transaction to the card
DE 4 Transaction Amount (Original Currency)

DE 6 Transaction Amount (Converted Currency)

DE 7 Transaction date and time (MMDD HH:MM:SS)
DE 14 Expiration date (YYMM)

DE 18 Merchant category code

DE 19 Acquiring Institution (country code)

DE 43 Merchant name that will appear on statements
DE 49 Original currency identifier (country code)

DE 51 Card currency identifier (country code)

Enrichment of data elements. Before analyzing the ISO messages,
we need to understand the meaning of each data element. While six
data elements are straightforward to parse, four require additional
queries to accurately interpret their values. The merchant category
code (DE 18) provides the type of business category the merchant
belongs to. We query this against the list of codes publicly available
from Citibank to identify the merchant’s categories in our data.?
Three key data elements provide a country code to identify the
country in which the acquirer bank is based (DE 19), the original

2Merchant Category Codes - https://www.citibank.com/tts/solutions/commercial-
cards/assets/docs/govt/Merchant- Category-Codes.pdf

currency’s country (DE 49), and the card’s currency (DE 51). We
query these against the list of country codes publicly provided by
Visa, a global payment network.?

3.4 Ethical considerations

The proposed methodology has some ethical concerns. Informed
consent is not possible when providing test credit card details on
known malicious URLs. Instead, we can view this work through
the lens of the beneficence principle and perform a risk-benefit as-
sessment. The use of deception in cybercrime research is discussed
in the Menlo report [34] and considers deception for research pur-
poses. Following the Belmont report [10, 73], we determine that
there are negligible risks to the stakeholders and that it has broader
societal benefits. As in our proof-of-concept, the test credit cards
do not allow funds to be transferred. Instead, all authorizations fail
because of the wrong expiry date provided. As a societal benefit,
providing test credit cards to scammers helps waste their time and
helps identify the merchants they abuse. Additionally, the research
will help provide a much-needed understanding of the scammers’
behavior, including transaction patterns, allowing stakeholders to
better tackle this cybercrime.

We do not impersonate any entity or individual to issue test
credit cards. The research for our case study was overseen by UK
government agencies such as the National Crime Agency (NCA)
and a global payment processor, in addition to our industry collabo-
rators. We communicated our insights to our collaborating financial
institution, law enforcement, and the payment processor. The de-
partment’s research ethics committee evaluated our assessment
and provided an exemption for this study.

Future work considerations. If future researchers were to scale out
our work, it would be necessary to protect individuals’ credit card
information from criminals. We are also concerned about impact to
banks involved - a heavy increase of test credit cards would need
rigorous oversight to ensure that the benefit to the bank would
exceed the overhead for providing them.

If future researchers were to create artificial datasets using exist-
ing credit card information, it would be important to use the best
practices here to limit PII leakage. There is plenty of work in creat-
ing anonymized or synthetic datasets for everything from credit
card fraud [22-24, 27-29, 59, 66, 67] to national security-related
topics [31]. It has been possible to create something robustly private

3Supported Country Codes - https://developer.visa.com/capabilities/visa-b2b-
payment-controls/docs-master-codes
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yet usable given time and necessity [44] (albeit with potential harm
if not done properly [81]).

4 Scammer behavior

Towards understanding scammers’ transaction behavior and cash-
out mechanism, we analyze the ISO messages of the transaction/
authorization attempts they make. We find that scammers only try
to authorize 8 out of 12 credit cards we enter in smishing URLs.
As of December 2024, the remaining four cards have no transac-
tion ISO message, per the data provided by our collaborator. This
could be due to multiple reasons: (1) The scammers who stole these
cards through the smishing URL only do so to sell the card details
on illicit underground forums and did not manage to sell it; (2)
The scammers were able to identify that the card details were not
provided by a legitimate victim, or (3) The smishing URL was not
able to collect/relay the stolen credit card detail to the scammers’
database. While we achieve 66.7% (8/12 cards attempted) success
in a small-scale experiment, this would differ based on the scale
of a study. Previous scammer interaction studies have achieved a
smaller success rate [3, 4]. If a large-scale study were conducted,
the results would be more generalizable.

We provide a brief overview of the authorizations scammers
attempt using the stolen cards in Table 2. Next, we focus on the
broader findings from the table about scammers attempting multiple
authentications and their monetary value. In this section, we de-
scribe the findings from our experiment about scammer transaction
patterns and the cash-out mechanisms, followed by a discussion
on how they continue to re-target victims.

Table 2: Distribution of transactions (n = 36) scammers try
using stolen credit cards.

Card | Transactions | Value | Merchants Original
(#) (£) #) Currencies

Card 4 18 | 302.07 4 | ILS, USD, GBP, EUR
Card 1 7 54.97 5 | USD, GBP
Card 2 3 1.00 2 | GBP
Card 7 3 55.94 3 | GBP, USD
Card 10 2 1.00 1| GBP
Card 5 1 1.99 1 | GBP
Card 8 1 10.10 1| USD
Card 12 1 0.78 1| USD
Card 3 0 - - -
Card 6 0 - - -
Card 9 0 - - -
Card 11 0 - - -
Total 36 | 427.85 18 4

Scammers are unaware of authentication attempt errors. Scam-
mers try multiple transactions using the stolen credit cards. Surpris-
ingly, even after the first transaction fails, scammers do not try to
change the card details when trying more than once. Instead, they
keep using the same expiry date, name, and card number combina-
tion we provide. This indicates that they are unaware of the exact
error that caused the transaction to fail. We find that scammers try
multiple attempts with five cards and only one with the other three
cards. In total, they try 36 transactions worth £427.85 at 18 online
merchants.
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Transaction values. Criminals often attempt to authorize stolen
cards across multiple merchants using low-value transactions rather
than high-value ones [116]. The results of our experiment also sup-
port these findings. This is likely intended to evade detection and
bypass the implemented security mechanisms, such as strong cus-
tomer authentication (SCA) rules that mandate online merchants to
verify customers’ identity for high-value purchases in the European
Economic Area (EEA) and the UK [41, 119]. We also observe that
scammers try to transact in currencies such as ILS (Israeli Shekel)
and USD (Table 2), suggesting that the local currency of the acquirer
bank or the source location of the transaction is outside regions
where the SCA regulations apply. Scaling our experiment could
further strengthen these observations.

4.1 Transaction timings

We explore the timings when the scammers attempt to authorize the
stolen cards to understand transaction timing patterns, if any. We
identify that all attempts are made between 07:55:59 and 18:53:46
BST (see Fig. 5). Timings of the transactions, even though online,
are done during standard shopping hours based on the victim’s
location; BST in this case. Criminals use this as a measure to bypass
the automated fraud detection systems to avoid getting flagged
for manual reviews [54]. Researchers with access to CNP fraud
datasets could verify this finding and also examine the distribution
of attempts by day of the week. This could indicate if scammers
prefer certain days of the week to cash out.

Card 12 .
Card 10 .
Card 8 .

Card 7 P

Cards

Card 5 .
Card 4 . - .
Card 2 .

Card 1 . . . . . .

08:00:00 12:00:00 16:00:00
Transaction Time

Figure 5: Time of the day when scammers try to transact
using stolen cards (n = 36).

Even though every card was entered once in exactly one URL,
Card 4 stands out. Surprisingly, we observe 18 authorization at-
tempts on this card (see Table 2). On a closer investigation, we find
that the scammer tried to authorize it 14 times at the same online
merchant (see Table 3). From the ISO messages of these attempts,
we observe that the scammer tried to authorize the card exactly at
the same time (11:06) on 7 different days. This points out that the
particular threat actor who has access to this card likely has an auto-
mated script that tries to authorize all stolen cards. Experimenting
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on a larger scale or having access to fraudulent card transactions
could highlight similar patterns.

Delays in first transaction attempt. We find that scammers try
to authorize five cards on the same day, one after a day (Card 2),
one after three days (Card 4), and the last after nine days (Card
8). This indicates that while some scammers try to transact as
soon as they receive the card details, others probably sell them
on illicit underground forums instead of cashing out themselves
directly [37, 50, 78]. This could be a possible reason for the delay in
the first authorization in two cases where scammers try to authorize
after three and nine days, respectively.

In four instances, we observe that criminals try to use the card as
soon as possible. We recorded the time when we provided the card’s
details in a smishing URL. Three of these had the first authorization
attempt on the same day, one of which was tried within 10 minutes,
and the others within the first few hours. Criminals try to use the
card before banks can block it based on the user’s report. The red
line in Fig. 6 shows the cumulative distribution for the days after
which the scammers attempt to authorize the card for the first time
(mean = 1.625 days).

1.0

0.8

0.6

0.4

0.2

—— Days betweeen first and last transaction

Fraction of Transactions after x Days

—— Days after which the first transaction happens

0.0

0 5 10 15 20 25
Days

Figure 6: Cumulative distribution for the number of days
scammers try to authorize the stolen credit cards (n = 8).

Lifetime of stolen cards. Previous research points out about the
stolen cards going stale and provides a powerful incentive for scam-
mers to sell cards as quickly as possible [90]. While we do not study
the sale of stolen cards, we do look into how long the cards are
abused before scammer gives it up. We analyze the ISO messages
received from our collaborators to find the last timestamp when the
scammer tries to authorize the stolen card. This helps us determine
the lifetime of the stolen cards, i.e., the days between the first and
last transaction. Out of the eight cards, three were only tried au-
thorization once. To this end, we find a mean lifetime of 8.37 days
with a median of 0 days. The black line in Fig. 6 represents the cu-
mulative distribution for the lifetime of the stolen cards. While our
findings are based on a proof-of-concept, a large-scale experiment
using our methodology would produce more generalizable results.
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4.2 Merchants

We investigate the 17 unique online merchants where scammers try
to authorize the provided credit cards. Utilizing the acquirer bank
country code (DE19 from Table 1), we identify that the scammers
do not restrict the authorization attempts to merchants based in
the UK. In addition to services in the UK, we identify that criminals
try to authorize the cards with online merchants based in other
countries — USA, Canada, Ireland, and the Netherlands (see Table 3
for merchant-wise breakdown). Scammers abuse both large and
small entities to cash out using the cards obtained from smishing.
This indicates that future studies on CNP fraud should include a
broad range of merchants, as attackers target all kinds of services.

Services to fuel illicit activities. Some scammers use stolen credit
cards to procure services that can be used to conduct further scams.
We identify merchants such as mobile network operators (MNOs)
(Merchant 3, 6 and 7), a large-language model (LLM) chat platform
(Merchant 4), web hosting services (Merchant 17), and VPN (Mer-
chant 5) where the scammers attempt to authorize the stolen cards.
Purchasing SIM cards from MNOs could be use to conduct a range
of scams including smishing and LLMs are used by scammers to
create smishing text or better phishing emails [96].

Finding official websites for most merchants in our data was
straightforward, except for Merchant 5. During our efforts to lo-
cate Merchant 5’s website, we discovered a Reddit forum post in
which a user reports receiving a fraudulent transaction alert from
their bank, which was attributed to this merchant.* As the post
on Reddit mention the transaction attempt from October 2023 and
scammer tried to authorize our card in July 2024, the same threat
actor may have been running multiple campaigns and targeting the
same merchant since 2023 to procure VPN services from them. Al-
ternatively, the merchant could be colluding with the scammers and
helping them cash out. Researchers with access to real-world CNP
fraud transactions datasets could help identify suspicious online
merchants that collude with criminals to monetize stolen cards.

Services offering goods and subscription. Scammers also prefer
to purchase goods (Merchant 9 and 10) or authenticate the cards
with subscription services (Merchant 12). Criminals primarily tar-
get services related to physical goods where websites offer an easy
returns/refunds process. To avoid getting tracked, criminals often
use reshipping mules when they order physical goods [49]. Reship-
ping mules are people whose addresses criminals use for drops and
reship the received goods to the criminals’ addresses. If the websites
do not allow returns, criminals resell the purchased products on
online marketplaces like eBay [12]. Online platforms that allow
the resale of purchased goods should verify the authenticity of the
sellers during their onboarding process.

Targeting fundraising services. Recently, criminals have been
known to conduct event or charity-related scams to steal funds
from users [2, 17]. Surprisingly, we notice a transaction attempt
(£98.67) that scammers try on one of the biggest crowdfunding plat-
forms (Merchant 11). While platforms like these allow users to raise
funds for life events and challenging circumstances, this transaction
indicates that criminals create successful fraudulent fundraising

4https ://www.reddit.com/r/PHCreditCards/comments/17dj4tl/citi_fraud_alert_
letsgo_network/
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Table 3: Description of unique merchants (n = 17) scammers abuse using stolen credit cards. (The transactions with £0 are

zero-value authentication requests.)

Merchant Merchant Category Country | Transactions | Value Offers Offers
(#) (£) Subscription | Flat Price
Merchant 1 | Computer Software Stores UsS 14 | 17238 | Yes No
Merchant 2 | Eating Places & Restaurants UK 4 2.00 | Yes Yes
Merchant 3 | Telecommunication Services UK 3 50.00 | Yes Yes
Merchant 4 | Computer Software Stores Us 2 31.02 | Yes No
Merchant 5 | Computer Network/Information Services CA 1 0 | Yes No
Merchant 6 | Telecommunication Services us 1 0 | Yes Yes
Merchant 7 | Telecommunication Services us 1 4.97 | Yes Yes
Merchant 8 | Recreation Services-Not Elsewhere Classified NL 1 0 | Yes No
Merchant 9 | Digital Goods IE 1 0 | No Yes
Merchant 10 | Miscellaneous House Furnishing Specialty Shops | UK 1 0 | No Yes
Merchant 11 | Organizations, Charitable & Social Service NL 1 98.67 | No Yes
Merchant 12 | Direct Marketing-Continuity/Subscription UK 1 1.99 | Yes No
Merchant 13 | Grocery Stores, Supermarkets UsS 1 0 | Yes Yes
Merchant 14 | Business Services Not Elsewhere Classified UK 1 0 | Yes No
Merchant 15 | Eating Places & Restaurants UK 1 55.94 | No Yes
Merchant 16 | Department Store us 1 10.10 | No Yes
Merchant 17 | Computer Programming, Data Processing & us 1 0.78 | Yes No
Integrated System Design
Total 5 36 | 427.85 | 12 10

campaigns and use them for card-not-present fraud. As fundraisers
are abused to cash out, there is a need to study fundraising platforms
more broadly to identify possible cybercriminal activities.

Sophisticated methods to cash out. As the cat-and-mouse game
between criminals and law enforcement continues, criminals find
new ways to cash out using stolen card details. As they cannot
create counterfeit cards with the textual information from smishing,
they have started abusing mobile phone wallets such as Google
Pay to link stolen cards [43, 63]. Recent research shows how the
weaknesses in digital wallets can be exploited to add stolen cards
and make unauthorized transactions. [13]. In our data, we also
find two transactions where the criminal tried to link the provided
credit card with two different online wallets (Merchant 8 and 14).
Once the cards are added to the wallets, they are used to pay in
person at POS machines (local shops or their own POS machines)
or the phones with the linked cards are sold in illicit underground
forums. This indicates how criminals continue to evolve and use
sophisticated techniques to monetize stolen cards.

4.3 Re-victimizing users

Criminals continue to exploit victims’ trust in communication medi-
ums such as SMS by targeting them repeatedly [60, 70, 115]. Over
11% of fraud victims were victimized more than once in the UK [82].
Scam texts are generally broadcasted to multiple users, and threat
actors do not know which recipients got lured into taking an ac-
tion [4]. To gather victims’ details, criminals develop phishing web
pages that ask for users’ details, as shown in Fig. 4a. While the
name and address might be necessary to conduct card-not-present
fraud through online merchants, attackers also collect contact in-
formation such as mobile numbers.

During our experiment, we entered mobile numbers along with
the synthetic identity details into the phishing web page (see Fig. 4a)
before providing the credit card details. Unexpectedly, two of the
supplied mobile numbers later received targeted smishing texts,
personally addressed using the names we had entered. We received
one further delivery smishing message per month until four months
later (Nov 29, 2024). After realizing that the card details have been
stolen, victims would reach out to their banks to cancel their cards
and get new cards issued [30]. The continuous smishing texts indi-
cate that criminals perceive previous victims as easier targets and
continue to re-target them to steal the new credit cards. Note that
we did not engage with these messages in line with the protocol
of our study. Two examples where scammers address us by the
provided names are:

[First Name] ,actonyourpurchaseimmed
iately:[URL]
[First Name] ,yourneedsaction: [URL]

Unlike conversational scams, where criminals continue to con-
tact victims to groom or convince them to invest more money, the
targeted smishing texts in our case simply try to steal more credit
cards, causing victims more financial and psychological harm. This
suggests an urgent need for proactive intervention approaches and
user awareness.

5 Discussion and implications

We discuss the limitations of our methodology and other issues that
limit researchers from studying card-not-present fraud. We further
discuss implications of our work to trust, regulation, traditional
crime, and further work.
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5.1 Limitations

Data limitations. Our experiment has a few limitations. Our
collaborator provided us with limited cards for a short period of
time. While the limited cards and time period allowed us to enter
the card details in only 12 malicious smishing URLs, our work is an
important first step in the direction of empirically studying card-
not-present (CNP) fraud. No prior work has been able to study
scammers’ transaction behavior by providing and monitoring test
cards.

Our collaborator provided us with incorrect expiry dates to en-
sure that the transactions scammers try to authorize fail and no
payments could be made. While this is one way to ensure the autho-
rizations are unsuccessful, it might have alerted attentive fraudsters
and stopped them from authenticating and then using or selling
the stolen card details. If more resources were available, our col-
laborator could have allowed authorization attempts but denied
transactions with an error message mentioning unavailable funds
instead of an incorrect expiry date. This would help scammers gain
confidence in the card details and attempt further transactions.

We collect the malicious URLs from a collaborating mobile net-
work operator that provides us with live blocked text messages
along with the URLs. This experiment is biased towards scammers
that target individuals in a specific country through smishing texts,
a similar caveat as related work which rely on telecom data [4, 5],
Having access to smishing data targeting users in multiple coun-
tries could have helped study different scammers or threat actor
groups, shedding light on some new insights into their transaction
patterns. However, this would necessitate international, significant
levels of cooperation for a type of industry that is notably not set
up for data sharing with academics. This is often due to legal or
logistical issues, like complex contracts, more so than reluctance to
work with academics. More work needs to be done for academics to
interface with mobile network operators and other telecom inter-
mediaries to find solutions to share data while protecting consumer
privacy [65].

More recently, criminals have started abusing online payment
gateway APIs to validate stolen credit card details [112]. While we
are not aware of any instance where scammers tried validating
the test cards we provided (aka card cycling), it is possible that the
single authorization attempts in our study were done for similar
reasons. Card cycling is inherently valuable for both sellers of card
information to ensure they are selling a high quality product as
well as buyers who want to test the card works before making high
value purchases. We do not have the data to test this empirically -
more data is necessary to study this distinction.

Unavailability of data more broadly. Card-not-present (CNP)
fraud is the most significant type of card fraud [36, 114]. While
this has been increasing over the years [11], the unavailability of
real fraudulent transactions makes it challenging for the academic
researchers to study this scam. While recent work has devised ma-
chine learning models to detect CNP fraud [72, 94], the lack of
real-world transaction data restricts the understanding of the scam-
mers’ behavior patterns. Furthermore, most CNP fraud is viewed
alone, rather than in the context of knowing where the cards came
from. This greatly impacts, e.g., the understanding of cash out
mechanisms, which is a major limitation of our work and strongly
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motivates why there needs to be more work done here. Our method-
ology can be utilized by researchers and industry stakeholders to
conduct studies on a significantly larger scale. This would result in
new, updated datasets to study CNP fraud.

We also suggest that the stakeholders (payment processors,
financial institutions, and other intermediaries) should publish
anonymized, up-to-date datasets of CNP fraudulent transactions.
This would enable researchers to empirically analyze scammers’
transactions and help devise better detection models.

5.2 Criminals exploit users’ trust

Scammers exploit users’ trust in text communication channels
which cannot be fully, safely monitored [100]. Trust is a crucial
factor in the relationship between users and technology. When
compromised, it can fundamentally alter users’ behavior and per-
ception of security. Without establishing trust, interactions cannot
be completed. SMS as a communication medium involves multi-
ple stakeholders such as aggregators that cannot be monitored
completely by the mobile network operators. In case of RCS and
iMessage, end-to-end encryption hides the plain text of the message,
making it harder for stakeholders to detect and stop scam texts.
While these factors introduce barriers to stopping scams, scammers
misuse these technologies to enter into the ecosystem. Fraudsters
exploit the trusted communication channels to send smishing texts
by impersonating authoritative entities such as banks, government
agencies, and logistics providers [38, 43]. Users trust that the sender
is reliable while the scammers abuse this by impersonating a trusted
entity [42]. While users rely on their mobile network operator to
tackle scam texts and calls, scammers use sophisticated techniques
such as sender ID impersonation to evade detection [5, 111].

Alongside smishing which exploits trust in communication chan-
nels, sophisticated phishing websites abuse users’ trust in e-commerce
and online payment services [64]. A phishing web page uses vi-
sual deception, imitating the authentic website of the brand being
impersonated to make the user believe that they are providing
their details to a legitimate entity. For example, Fig. 4 shows how
scammers deceive users into providing their personal and credit
card details on a phishing website imitating a parcel delivery com-
pany. The stolen details are then monetized by scammers through
card-not-present fraud.

Smishing texts leading to CNP fraud result in direct financial loss
and undermine users’ long-term trust in online services [20]. Im-
personating brands also affects businesses’ reputation and people’s
trust in them, impacting their revenue generation. As a protective
response to scams, some times users reduce or completely stop
their use of digital platforms [45]. This changes the ways in which
users interact with businesses and could significantly impact both
users and brands. Trust exploitations across communication and
transactional vectors suggest the need to design more resilient trust
and security mechanisms in digital platforms.

Quantitatively measuring CNP fraud resulting from smishing
could allow researchers to measure the negative financial impact of
trust in institutions. Without the trust in the system, these scams
would not be possible [105]. However, without trust in the system,
legitimate use resulting in billions upon billions of dollars of profit
would also not be possible. It is important to weigh costs here —
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how much fraud is worth an additional dollar of revenue? While
others [52, 93, 122] provide insight into the profits generated by
online services (particularly online delivery services like UPS and
Amazon), we work to quantify the risks here.

5.3 Criminals bypass regulations to cash out

Criminals strategically select target merchants; the Strong Cus-
tomer Authentication (SCA) rules in the EU affect their decisions to
conduct card-not-present (CNP) fraud. To avoid authorizing stolen
cards on online merchants that may have 3D Secure authentication
enabled [118], fraudsters often target merchants that offer prod-
ucts with low-values/zero value authorization requests or have an
acquirer bank (the receiving bank of the merchant) based outside
the European Economic Area (EEA) [119]. We find multiple low-
value transaction attempts and zero-value authentication requests
subscribing to online services (see Table 3) as well as merchants
whose acquirer banks are based outside the EEA and UK. We addi-
tionally found authorization attempts in four different currencies,
USD being the most common (see Table 2). These trends, while
not conclusive, add weight to this theory. While we have limited
transaction data, researchers with access to real-world CNP fraud
data should use our initial insights to further explore such patterns
and uncover scammer cash-out strategies.

Scammers have identified new techniques such as authorizing
stolen credit card details with digital wallets [63]. Our findings
support this: we identify two authorization attempts to two different
merchants that offer digital wallet services. While previous work
(from 8 years before our data collection) outlines various methods
criminals employ to launder money [116], we find little evidence of
these techniques, indicating that criminals’ methods likely evolve
over time. This indicates an urgent need to update the current
regulations. We suggest that the payment security mechanisms on
online gateways should challenge the user to detect CNP fraud,
even for small-value transactions. For services providing digital
goods that offer instant value and anonymity, such as gift cards,
merchants should perform more due diligence before issuing them.
As fraud has no boundaries, fighting this battle needs international
cooperation. Implementing something more global than regional
SCA rules would stop scammers from attempting transactions to
merchants whose acquiring bank is based outside the regions where
the rules apply.

5.4 Cash-out strategies similar to physical crime

Traditionally, criminals monetize stolen physical cards and coun-
terfeit cards at point-of-sale (PoS) retailers to purchase physical
goods or gift cards, often resold to cash out. Since the transition
to card-not-present (CNP) fraud, the cash-out mechanisms have
largely remained the same; only the medium has shifted. Online
services (such as Merchant 15) sell gift cards that could be easily
resold to cash out. Other services that provide refunds of purchased
services/goods with in-platform credits are also abused as cash
out mechanisms (e.g. Merchant 1). Criminals take advantage of
these available and flexible options by abusing online services to
monetize stolen credit card details, conducting card-not-present
(CNP) fraud. We identify 17 online merchants in Section 4.2 that
criminals abuse to authorize stolen credit cards.
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Rather than physically stealing or cloning cards to create coun-
terfeit ones, cybercriminals steal card details through social en-
gineering techniques such as smishing. This shift has altered the
technical skill requirements and eliminated the need for physical
presence, enabling them to operate remotely with a reduced risk of
detection [16]. In addition to targeting physical retailers, fraudsters
purchase products through online merchants (see Section 4.2), but
continue to leverage drop shipping mules to receive and redistribute
the goods [49]. Others also monetize by selling credit card details
to buyers on underground forums (Fig. 2).

Online merchants need to effectively stop CNP fraud transac-
tions. We find transaction attempts where criminals use stolen cards
to purchase services such as virtual private network (VPN) or web
hosting, allowing them to continue running their illicit activities.
All these cash-out mechanisms closely mirror the techniques used
in physical card fraud. Despite the shift from physical cards to CNP
fraud, the fundamental strategy to convert stolen credentials into
monetary value remains unchanged. While scammers evolve with
users’ trends, the cash-out mechanisms more or less remain the
same. We suggest that online merchants should implement better
fraud detection systems to tackle CNP fraud [62, 103]. Some ways
towards this could include understanding abnormal refund patterns
and multiple small-value transactions [18, 113].

5.5 Experiments to study cybercrime help in
seeding data for future cybercrime research

The unavailability of data is an issue that often makes it challenging
to study cybercrime [51, 77, 88, 95]. Our study indicates how con-
trolled experiments can be used not only to study one fraudulent
activity, but also to help seed honeypot infrastructure that passively
collects further data to study other cybercriminal activities. For ex-
ample, the phishing webpage shown in Fig. 4 requests the victims
to provide personal details, including contact information that crim-
inals use to re-target the victims. We observe in Section 4.3 that
criminals send smishing texts to the mobile numbers we provide
in the phishing page. While this is done to re-victimize the users,
it creates an opportunity to establish effective global telephony
honeypots. This could allow researchers to collect data on scam
texts and calls - another cybercrime that lacks updated real-world
datasets.

Building datasets using effective honeypots could significantly
contribute to the community [47, 48]. This would not only help
researchers but also enable stakeholders, such as mobile network
operators, to keep up-to-date with scam trends. It could also help
to identify malware that is spread using SMS [45] and stop threats
from affecting their users. While previous work on developing tele-
phony honeypots is a good start [14, 48], our method contributes
by suggesting a more effective seeding approach. However, such
methodologies require careful ethical considerations before deploy-
ment. This is particularly important for early researchers in this
space, where data providers are extremely hesitant to share with
academics. Bad examples for data sharing privacy violations could
limit progress for all researchers.
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6 Conclusion

We present a new experimental proof-of-concept study that enables
us to empirically study card-not-present (CNP) fraud transactions.
While previous work has devised machine learning models to detect
fraudulent transactions, our work provides a new method that
enables researchers to understand scammers’ transaction behavior
patterns in this continuously evolving cybercrime.

We contribute broadly to the literature studying card-not-found
fraud as well as profits of cybercrime. Often, work analyzing credit
card reselling focuses on underground markets. This is frequently
under the assumption that these cards are taken from data breaches.
It is hard to know transparently where the cards are from. We
propose a method to be able to detect when cards are coming from
delivery scams and other smishing attacks. We hope our work will
help bridge the gap between underground markets and cybercrime
that happens before goods/services are sold.
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